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Questions: Autonomous Risks of AI

• What will happen when LLMs are given the right to decision-

making?

• What are the risks when bigger autonomy is given to those AGIs?

• Do LLMs pursue their own goals by deploying catastrophic

actions?

• Can LLMs deceive humans to achieve their goals?



How to Observe the Extreme Cases?

• Intuition: Trade-offs between Helpful, Harmlessness, and 

Honest (HHH) goals of LLMs are likely to cause misaligned 

behaviors

• What if the LLM agent is:

• (1) entrusted autonomy (to catastrophic actions)

• (2) facing an extreme trade-off



Extreme Goal Trade-offs Causes 
Catastrophic Risks

• HHH goal trade-offs lead to misaligned behaviors of LLMs: 

• (1) deployment of catastrophic behaviors

• (2) deception about catastrophic behaviors



Methodology: Agentic Simulation



Transcripts: Catastrophic Behaviors



Transcripts: Catastrophic Behaviors



Transcripts: Deception



Statistics: Catastrophic Behaviors



Statistics: Deception



LLM Agents Will Violate Instructions and 
Commands

• Instruction: the agent’s 

autonomy if restricted by 

instructions in its system 

message

• Command: the agent’s 

supervisor will always reject 

its permission



Discussion on Solutions

• Down-stream Safety Alignment

Tuning

• System-level Isolation

• Verifiable Safety

• Legal Means



Key Takeaways

• LLM can cause catastrophic risks

• Call for: 
• Thorough testing of LLM agents
• Never deploy fully autonomous LLM agents, non-agentic AI (Bengio)



Summary and Future Directions

• Growing risks of AI are likely to be true

• Reasoning vs. risks

• Mind the gap between hypothetical safety research and real-world risk

• Common drawbacks of (LLM agent) simulation

• Psychological investigation of LLMs is needed for further assessment of

autonomy safety

• Goal, unified agency…



Q & A

Thanks for listening, you are welcome to scan the above 
QRs for further information J


